Citrix Access Gateway

SECURE AND SEAMLESS APPLICATION ACCESS

Organizations today face increasing pressure to deliver business applications and data
from anywhere, especially as trends such as globalization, mobility, offshoring and home-
based working continue to move users further away from the data center.

CITRIX ACCESS GATEWAY

Citrix Access Gateway™ is the only family of SSL VPN appliances that securely delivers
access to any application with policy-based SmartAccess control. Provide your users
easy-to-use, secure access to all of the applications and data they need to be productive,
and cost-effectively extend access to applications while maintaining security through
application-level policies.

With Access Gateway, organizations are empowered to cost-effectively meet the access
demands of workers in any location — enabling flexible work options, easier outsourcing
and non-employee access, and business continuity readiness — while ensuring the
highest level of information security.

THE BEST ACCESS EXPERIENCE

Access Gateway delivers the same rich desktop experience users enjoy when connected
to the local network. Always-on access automatically and seamlessly reconnects users
when they change locations and devices or lose connectivity, reducing frustration and
improving productivity. A Web-based landing page delivers quick and easy access to key
resources, and users can choose from a wide variety of devices, including mobile devices.

STRENGTHEN DATA SECURITY

Integrated end-point scanning ensures that devices meet administrator-defined criteria
before connecting to the corporate network. End-point scanning works in tandem with
Citrix® SmartAccess”, which utilizes sense-and-respond capabilities to not only grant or
deny access to applications, but also provide action control to specify what the user
can do with the information. For example, based on the type of device, its location on
the network, the end-point status and the user’s privileges, organizations can control
whether users are allowed to view, print, edit or save information.

SIMPLIFY ADMINISTRATION AND LOWER COSTS

Access Gateway dramatically reduces management complexity and costs. Administrators
can quickly and easily install, configure and deploy Access Gateway. User access is delivered
without the cost and complexity of installing and supporting client software on each device.

CITRIX

Trust the Leader in
Application Delivery
Infrastructure

Citrix has been focused on application
delivery infrastructure solutions since
1989. Using our experience from working
with more than 180,000 organizations,
we’ve developed the Citrix Access
Gateway™ family of SSL VPN appliances.

YouR USERS will enjoy a consistent,
seamless application delivery experience,
even when they’re located outside the
corporate network.

YOUR IT DEPARTMENT will say
goodbye to the cost and complexity of
installing, configuring, updating and
supporting complex VPN solutions and
client software.

YOUR ORGANIZATION can rest easy
knowing that access to corporate
applications and data is controlled
and secured.

Citrix Access Gateway is the only SSL

VPN to securely deliver any application
with policy-based SmartAccess control.

CITRIX



Secure, Scalable Access for
Healthcare Professionals

St. Joseph Hospital — a 116-bed acute
care not-for-profit community hospital
located in rural Bangor, Maine, USA.

Challenge: The hospital previously

used an IPSEC VPN to provide
connectivity for medical transcriptionists
working from home. However, this solution
presented client management issues,

such as complicated installation and
deployment, as well as difficulty for users.

Benefit: St. Joseph Hospital uses Citrix
Access Gateway to simplify connectivity
for physicians as well as other remote
users. Says CIO Ron Crall: “With Access
Gateway, you just open a browser and
there’s no set-up to speak of on the client
side. It’s something we can walk a user
through easily. We're using Access Gateway
as our preferred method of connectivity,
and the Citrix environment as the
preferred method of interacting with
the facility from the outside... Having
an access solution that is user-friendly
and provides a good experience is key
to our successful physician outreach
and competitive position.”

THE BEST SSL VPN T0 USE WITH CITRIX PRESENTATION SERVER

Access Gateway can be deployed with Citrix Presentation Server’, the de facto standard for
delivering Windows applications at the lowest cost. Presentation Server Platinum Edition
includes an Access Gateway Universal user license, allowing any Access Gateway edition to
be deployed (appliances purchased separately).

When deployed with Presentation Server, Access Gateway directly replaces the Secure Gateway
component, allowing secure, direct connections from Presentation Server clients. Using Access
Gateway with Presentation Server delivers the benefits of a hardened appliance, increasing
security and extending user access to additional applications and resources.

SmartAccess provides advanced policy-based control of Presentation Server applications and
individual capabilities such as print and save. Citrix SmoothRoaming™ allows users to move
seamlessly between access locations and devices, automatically adapting access to each
unique access scenario.

SATISFY THE MOST DEMANDING NEEDS WITH ENTERPRISE EDITION

Access Gateway Enterprise Edition delivers the scalability, performance and centralized
management required to support demanding IT environments. High-availability options ensure
business continuity with uninterrupted access to critical applications and resources. With
advanced security features such as smart card support, ICSA certification and FIPS 140-2
hardware options, organizations can rest assured that their applications and data remain secure.
With integrated Citrix® AppCompress™ technology and SSL hardware acceleration, the Enterprise
Edition improves application response time, reducing user frustration and improving productivity.

For organizations with the most demanding needs Access Gateway Enterprise Edition is available
as an option on Citrix® NetScaler® delivering advanced services such as global server load
balancing, Web application acceleration and advanced layer 4-7 traffic management. Citrix
NetScaler is available as a family of highly scalable, purpose-built appliances.
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Provides access to all applications and data from anywhere
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protocols

Web-deployed client No need to pre-install or manage complex client software, reducing cost of ownership ° ° °

Citrix Presentation Server Replaces the Secure Gateway feature with a hardened appliance, increasing security A . A

integration and delivering optional access to local applications

Always-on access Automatically reconnects users to Access Gateway as soon as the network A . i
connection is restored. Reduces user frustration when using unreliable networks

Integrated end-point scanning Ensures the device meets the appropriate standards before connecting, and A . A
remains safe for connection to the network

Standards-based security Information is kept private and protected using standards-based SSL/TLS
encryption. Users are authenticated using standards such as LDAP, RADIUS and ° ° °
two-factor authentication

SmartAccess Policy-based sense and respond technology that determines what resources o o
can be accessed, and how they can be used

Access Interface Provides a landing page for users to easily access all of their applications, ° o
files, e-mail and other IT resources

Detailed audit trail Give administrators visibility into all resources and services accessed by remote users ° °

Smart card support Protects resources by authenticating users with standards-based smart cards °

Integrated high availability Supports deployment of a high-availability pair of appliances, providing redundancy o
to ensure consistent access to critical applications and data

Role-based and delegated Simplifies management in large organizations by supporting multiple administrators o

administration

Faster application response Improve application response time with Citrix® AppCompress™ technology o
and integrated SSL hardware acceleration

Quarantine groups Provides limited access for non-compliant devices to facilitate quick remediation °

ICSA Labs certified and FIPS Meets independent security certification requirements for the highest o

140-2 appliance options level of assurance

ACCESS GATEWAY APPLIANCE SPECIFICATIONS

SERIES 2000 7000 9000 10000

Chassis

Dimensions: 1.7" (4.3cm) H x 16.8" (42.6cm) 1.75" (4.4cm) H x 17.25" (43.8cm)  3.5" (8.9cm) H x 17" (43.2cm) 3.5"(8.9cm) H(2U) x 17" (42.4cm)

W x 14.1"(35.8cm) D (1U rackmount) W x18.75"(47.6cm) D (1U rackmount) W x 16" (40.6cm) D (2U rackmount) W x 24" (61cm) D(2U rackmount)
Weight: 23 Ibs (10.4 kg) 28 Ibs (12.7 kg) 34 Ibs (15.4 kg) 52 Ibs (23.6 kg)
Power 100-240VAC Full Range 90-264VAC Full Range 90-264VAC Full Range 90-264VAC Full Range

Interface Ports

Maximum VPN users
Edition Supported

Warranty, Software
and Firmware Updates

60-50 Hz. 260W

2 x 10/100/1000 BASE-T

500

Standard Edition
Advanced Edition

12 months included,
additional plan available

47-63 Hz. 250W

6 x 10/100 BASE-T
2 x10/100/1000 BASE-T

2,500

Enterprise Edition

12 months included,
additional plan available

47-63 Hz. 335W

4 x 10/100/1000 BASE-T
1 x10/100/1000 BASE-T

5,000

Enterprise Edition

12 months included,
additional plan available

47-63 Hz. 500W

8 Ports in one of 2 configurations

4 x 10/100/1000 BASE-T +
4 x 1Gbit Fibre SFP

4 x10/100/1000 BASE-T +
4 x 1Gbit Copper SFP

1 x10/100 BASE-T (Mgmt)
10,000
Enterprise Edition

12 months included,
additional plan available



Evaluate Access Gateway today

Citrix Application Delivery Infrastructure
Deliver Any Application to Any User with the Best Performance, Security, Cost and Agility Why not see the advantages of the
Access Gateway in action? It’s the
easiest way to provide the best
access experience.

Citrix® NetScaler®
Deliver Web Applications

= Citrix Visit us at
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() Citrix EdgeSight™ Citrix WANScaler™ Citrix Access
LYY Monitor End User Accelerate Apps Gateway ™

Experience to Branch Users Enable Secure

Application .
ppAccess Citrix Desktop Server™

Deliver Desktops

Citrix® NetScaler® for delivering Web-based applications — Optimize all Web applications with an integrated networking
solution that accelerates performance, improves security, and substantially reduces load on servers.

Citrix Presentation Server™ for delivering Windows-based Applications — Save millions in management costs and eliminate
data security risks by installing all Windows applications in the datacenter and virtualizing or streaming them to end users over
the network.

Citrix Desktop Server™ for delivering desktops — Reduce the cost, management and security risk of desktop computing by
delivering Windows desktops virtually from the datacenter in a way that actually improves the end user experience. C : .
itrix Worldwide

Citrix Access Gateway™ for enabling secure application access — Provide a secure single point of access to all applications

that automatically customizes access policies based on user scenarios.
- . ) o ) o WORLDWIDE HEADQUARTERS
Citrix WANScaler™ for accelerating applications to branch users — Instantly improve the performance of applications

delivered over the wide area network while reducing bandwidth by up to 75%. Citrix Systems, Inc.
Citri I o . L . . . . 851 West Cypress Creek Road
itrix EdgeSight™ for monitoring end user experience — Ensure applications are meeting business metrics at all times by Fort Lauderdale, FL 33309 USA

monitoring performance from the user’s perspective. Tel: +1 (800) 393 1888
Tel: +1 (954) 267 3000

EUROPEAN HEADQUARTERS

Citrix Systems
International GmbH
Rheinweg 9

8200 Schaffhausen
Switzerland

Tel: +41 (52) 635 7700

ASIA PACIFIC HEADQUARTERS

Citrix Systems

Hong Kong Ltd.

Suite 3201, 32nd Floor

One International Finance Centre

H ®
CITRIX 1 Harbour View Street
® Central

Hong Kong
Tel: +852 2100 5000

About Citrix: Citrix Systems, Inc. (Nasdaq:CTXS) is the global leader and the most trusted name in application delivery CITRIX ONLINE DIVISION
infrastructure. More than 180,000 organizations worldwide rely on Citrix to deliver any application to users anywhere with the best )

' : L . o . o 5385 Hollister Avenue
performance, highest security and lowest cost. Gitrix customers include 100% of the Fortune 100 companies and 98% of the Santa Barbara. CA 93111
Fortune Global 500, as well as hundreds of thousands of small businesses and prosumers. Citrix has approximately 6,200 channel Tel: +1 (805) é90 6400
and alliance partners in more than 100 countries. Annual revenue in 2006 was $1.1 billion. Learn more at www.citrix.com.
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